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Disclaimer - I am not a 
philosopher!

I offer practical suggestions for coping as an ethical 
tester in a complex world where the straightforward 
practice of professional ethics has become 
increasingly challenging



Exercise:

identify at least 3 
potential ethical concerns or issues

that you see in software testing



10 Commandments



1. Understand your overall  
professional obligations



“An essential aim of computing professionals is to minimize 
negative consequences of computing systems, including threats to 
health and safety. When designing or implementing systems, 
computing professionals must attempt to ensure that the products 
of their efforts will be used in socially responsible ways, will meet 
social needs, and will avoid harmful effects to health and welfare.”

ACM Code of Ethics - General Moral Imperatives 1.1



“In addition to a safe social environment, human well-being 
includes a safe natural environment. Therefore, computing 
professionals who design and develop systems must be alert to, 
and make others aware of, any potential damage to the local or 
global environment.”

ACM Code of Ethics - General Moral Imperatives 1.1



“Excellence is perhaps the most important obligation of a 
professional. The computing professional must strive to achieve 
quality and to be cognizant of the serious negative consequences 
that may result from poor quality in a system.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.1



“A professional must participate in setting standards for 
appropriate levels of competence, and strive to achieve those 
standards. Upgrading technical knowledge and competence can 
be achieved in several ways: doing independent study; attending 
seminars, conferences, or courses; and being involved in 
professional organizations.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.2



2. Understand your specific 
legal and contractual obligations



“ACM members must obey existing local, state,province, national, 
and international laws unless there is a compelling ethical basis not 
to do so. Policies and procedures of the organizations in which one 
participates must also be obeyed. But compliance must be 
balanced with the recognition that sometimes existing laws and 
rules may be immoral or inappropriate and, therefore, must be 
challenged.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.3



3. Know your own 
ethical bottom line



“Violation of a law or regulation may be ethical when that law or rule 
has inadequate moral basis or when it conflicts with another law 
judged to be more important. If one decides to violate a law or rule 
because it is viewed as unethical, or for any other reason, one must 
fully accept responsibility for one’s actions and for the 
consequences.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.3



3. Know whose 
interests  you serve



“Well-intended actions, including those that accomplish assigned 
duties, may lead to harm unexpectedly. In such an event the 
responsible person or persons are obligated to undo or mitigate 
the negative consequences as much as possible. One way to 
avoid unintentional harm is to carefully consider potential impacts 
on all those affected by decisions made during design and 
implementation.”

ACM Code of Ethics - General Moral Imperatives 1.2



5. Know the harms
your software 
could do



“To minimize the possibility of indirectly harming others, computing 
professionals must minimize malfunctions by following generally 
accepted standards for system design and testing. Furthermore, it 
is often necessary to assess the social consequences of systems 
to project the likelihood of any serious harm to others.”

ACM Code of Ethics - General Moral Imperatives 1.2



“Computing and communication technology enables the collection 
and exchange of personal information on a scale unprecedented in 
the history of civilization. Thus there is increased potential for 
violating the privacy of individuals and groups. It is the 
responsibility of professionals to maintain the privacy and
integrity of data describing individuals. This includes taking 
precautions to ensure the accuracy of data, as well as protecting it 
from unauthorized access or accidental disclosure to inappropriate 
individuals.”

ACM Code of Ethics - General Moral Imperatives 1.7



6. Think critically about your 
whole situation



“Inequities between different groups of people may result from the 
use or misuse of information and technology…”

ACM Code of Ethics - General Moral Imperatives 1.4



“As devices—cars, TVs, smartphones, tablets, toys, robots—
become smarter thanks to advances in artificial intelligence, the 
problem may get worse, as it may become more difficult to detect 
their bad behavior. The era of digital crimes looks like it's just 
getting started.”

source: Volkswagen isn’t the first company to use software to break the law and it won’t 
be the last



“…most [code] libraries also collect sensitive data and send it to 
their online servers—or to another company altogether. Successful 
library authors may be able to develop detailed digital profiles of 
users. For example, a person might give one app permission to 
know their location, and another app access to their contacts. 
These are initially separate permissions, one to each app. But if 
both apps used the same third-party library and shared different 
pieces of information, the library’s developer could link the pieces 
together.”

source: 7 in 10 Smartphone Apps Share Your Data with Third-Party Services



“Honesty is an essential component of trust. Without trust an 
organization cannot function effectively. The honest computing 
professional will not make deliberately false or deceptive claims 
about a system or system design, but will instead provide full 
disclosure of all pertinent system limitations and problems.”

ACM Code of Ethics - General Moral Imperatives 1.3



7.  Be good at saying “NO”



“A computing professional has a responsibility to request a change 
in any assignment that he or she feels cannot be completed as 
defined. Only after serious consideration and with full disclosure of 
risks and concerns to the employer or client, should one accept the 
assignment. The major underlying principle here is the obligation to 
accept personal accountability for professional work. On some 
occasions other ethical principles may take greater priority.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.6



8. Be good at telling 
more powerful people 

things they don't want to hear



“2.5 Give comprehensive and thorough evaluations of 
computer systems and their impacts, including analysis of 
possible risks.

…Computer professionals are in a position of special trust, and 
therefore have a special responsibility to provide objective, credible 
evaluations to employers, clients, users, and the public. 

…any signs of danger from systems must be reported to those who 
have opportunity and/or responsibility to resolve them.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.5



“A judgment that a specific assignment should not be performed 
may not be accepted. Having clearly identified one's concerns and 
reasons for that judgment, but failing to procure a change in that 
assignment, one may yet be obligated, by contract or by law, to 
proceed as directed. The computing professional's ethical 
judgment should be the final guide in deciding whether or
not to proceed. Regardless of the decision, one must accept the 
responsibility for the consequences.

However, performing assignments ‘against one's own judgment’ 
does not relieve the professional of responsibility for any negative 
consequences.”

ACM Code of Ethics - More Specific Professional Responsibilities 2.6



9. Know your 
escalation path



“In the work environment the computing professional has 
the…obligation to report any signs of system dangers that might 
result in serious personal or social damage. If one's superiors do 
not act to curtail or mitigate such dangers, it may be necessary to 
‘blow the whistle’ to help correct the problem or reduce the risk.”

ACM Code of Ethics - General Moral Imperatives 1.2



“…capricious or misguided reporting of violations can, itself, be 
harmful. Before reporting violations, all relevant aspects of the 
incident must be thoroughly assessed. In particular, the 
assessment of risk and responsibility must be credible. It is 
suggested that advice be sought from other computing 
professionals.”

ACM Code of Ethics - General Moral Imperatives 1.2



10. Know your 
tolerance for risk



“…as [a] correspondent reminded me, losing your job is no joke in 
a down economy. You could lose your house. Your kids could go 
hungry.

That's true (although, I'd argue that there's no such thing as a 
secure job), but I think that ingrained fear makes many people 
exaggerate in their own minds the risks of challenging authority. 
They don't necessarily even spell out the possible consequences 
of speaking truth. They're formlessly timid, or so conditioned to 
obedience that it doesn't occur to them to challenge the 
constraints they perceive.”

source: No Compromise



A Codicil



your 
concerns!

Document



“Both men are also smart inside fighters: They document 
everything, draft memos carefully and enlist allies who matter. 
Prosecutors are taught early on to write everything down, and the 
documentation culture is strong within both the FBI and the Justice 
Department, where words are recorded routinely as future 
evidence.”

from What Donald Trump Needs to Know About Bob Mueller and Jim Comey
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